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ABSTRACT

DevOps methodology is well known in the field of classical software development to improve the
software quality and the frequency of the deliveries. However, DevOps has not yet been popularized in
the field of loT. The reasons of that are new challenges that require new enablers in the DevOps tools
ecosystem. The European ENACT project supported under the H2020 programme aims to respond to
these challenges by providing new enablers to apply DevOps methodology for loT application[2]. We
present, here, one of these enablers called Action Conflict Management Enabler (ACM enabler) which
aims at anticipating and resolving at Devs Time all conflicts[1] and dysfunctions that might result
from mismanagement of the loT system actuators.
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Figure 1: Actuation Conflict Manager En-
abler in the ENACT DevOps for loT cycle
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Figure 2: Simple Node red implementa-
tion for the two fan coils in Kubik
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INTRODUCTION TO THE DEVOPS FOR IOT CHALLENGE

DevOps is a well-known methodology of best practices in the software industry.[4] DevOps seeks
to improve collaboration between operators and developers by the promotion of automation and
monitoring of all stages of software creation. If DevOps methodology and tools are common good
practices in classical software development, this not yet the case for loT. In particular, the DevOps
methodology applies in homogeneous systems where the virtualization of the software infrastructure is
facilitating the continuous integration of software applications on targets. However, loT infrastructures
are mainly heterogeneous due to embedded devices that are highly variable in software and hardware.
Moreover, the possibilities for such devices to interact through complex actions to the physical
environment defined by its own dynamic and behavioural processes can create complex situation
to monitor[3]. The DevOps methodology applied to loT applications thus faces new challenges that
require new tools. The European ENACT project supported under the H2020 programme aims to
respond to these challenges by providing new enablers (Figure 1) to apply DevOps methodology
for loT application[2]. We present, here, one of these enablers called Action Conflict Management
Enabler (ACM enabler) which aims at anticipating and resolving at Devs Time all conflicts[1] and
dysfunctions that might result from mismanagement of the loT system actuators.

CONFLICTS PATTERN AND THEIR IDENTIFICATION

We define a conflict as the access to a shared resource due to several non-communicating software
application resulting in ambiguous or unproductive behaviour. It is not only a synchronization problem
but an issue with the semantic resulting from two simultaneous actions. When direct conflict occurs,
simultaneous antagonist try to access to a shared software resource (mostly actuators) leading to an
ambiguity (should the lamp be "on" or "off"?). When an indirect conflict appears, two applications
act on separate actuation whose effects interfere with each other through the physical environment.
Effects resulting from these actuators may become non-predictable.

For instance, in the Tecnalia KUBIK smart building, fan coils manage heating, ventilation and
cooling. If one considers two independent fan coils acting in the same room, it is possible that one
fan coil is heating the room while the other one is cooling it. The resulting behaviour is obviously
counterproductive and needs to be avoided.


https://doi.org/10.475/123_4

Actuation Conflict Management Enabler for DevOps in loT

,
— —
—
I
I H s
—

Figure 3: WIMAC vizualisaton of the fan
coil example after the conflict detection
process.
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Figure 4: ECA+ Customization interface
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Figure 5: New conflictless Node red flow
with the custom ACM
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MAIN FEATURES OF THE ACTUATION CONFLICT MANAGEMENT ENABLER

The first released of actuation conflict management enabler follows several innovative principles
associated to the tools:

o A new language to describe a workflow and Interaction Model for Actuation Conflict Manage-
ment (WIMAC). ACM Enabler requires a model used to detect and manage actuation conflicts.
This model is generated automatically from the set of components models (including but not
limited to Node-Red and ThingML) and a model of the impacts of the actuators on the physical
environment.

o A generic tool for Actuation Conflict Detection and Solving. It consists in providing a tool for
deploying ACM solution in a systematic manner by finding patterns in the WIMAC representa-
tion.

o A complete tool to design a custom and reliable custom Actuation Conflict Manager (ACM). In
some particular cases, there is a particular necessity in creating your own ACM to solve your
conflict. This tool helps in both creation and validation of custom ACMs.

ACM ENABLERS ON REPRESENTATIVE EXAMPLE

The Tecnalia fan coils example will be used to show how the ACM enabler is working (Figure 2). This
example is voluntary simple to make the core explanation clearer. The following steps msut be pursued
create a conflictless loT application.

e To detect conflicts in an loT software, it is mandatory to import it into a WIMAC model
equivalent. A transformation from Node-red to WIMAC and from ThingML to WIMAC is
already implemented in ACM enabler. The remaining job for the designer is to define what
impact each actuators have on physical properties of its environment. In the fan coil example,
the two actuators access to the same physical property : the room’s temperature.

o The detection phase allows to find conflict localization based on graph transformation algo-
rithms. Detection and transformation are defined from a set of rules corresponding to some
actuation conflict patterns. They are used to insert off-the-shelf ACM in the WIMAC model. In
the fan coil example, the indirect conflict has correctly been found between the two actuators
(Figure 3).

o Final step consists in choosing the correct behaviour to manage a conflict. Off-the-shelf ACM
are available through a database and might provide a relevant ACM to most cases. If no suitable
off-the-shelf ACM were too be found, ACM enabler provides a format close to Event Condition
Action rules that has been especially adapted for ACM creation: ECA+ (Figure 4).

Once the ACM has been created, it needs to be verified in order to guarantee the safety and
quality of the loT application. The end user just needs to express safety properties which refer to
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Figure 6: KUBIK Smart Building

a state related to inputs and outputs that should never be accessible. Both logical and temporal
verification are processed through model checking and simulation to achieve this goal. With
the fan coil use case, the main property to validate is "whenever there is the command doCold
for one fan coil, there shouldn’t have doWarm for the other one".

USE CASE IMPLEMENTATION

The ACM enabler as been used through many different use cases coming from various fields. From
logical smart building (Figure 6) optimization to critical train sound management, ACM enabler has
proven its efficiency by resolving several use cases. You can find most of the use cases video on the
enact project website (https://www.enact-project.eu/videos.php)

CONCLUSION

Included in a line of several DevOps tools for loT, ACM allows you to manage unwanted and unpre-
dictable behavior. Just like for classical DevOps methods, it is necessary to set up the architecture
needed to implement the tools. This cost is greatly enhanced by the constant software quality provided
by such tools. In the end, DevOps methodology can be adapted to loT and have potential to help
developers to provide quality loT Application.
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